
Types of Check Fraud  
and How to Prevent Them
PROTECT YOUR BUSINESS FROM  
FALLING VICTIM TO CHECK FRAUD 

When it comes to payments, digital methods like Automated  
Clearing House (ACH) payments have become the method of choice 
for businesses both big and small due to their ease of use, high speed 
and low cost. However, 81% of firms still occasionally use paper checks 
to pay other businesses, according to a recent guide developed by 
PYMNTS and CheckAlt. While there are a number of reasons businesses 
may still rely on paper-based payments, several government and 
financial institutions are reporting increases in check fraud schemes, 
making automated payment methods even more important to consider. 

The effects of check fraud on a business can be extensive, from 
significant and immediate financial losses to reputational damage, to 
operations disruptions and more. And, it’s the payment method most 
vulnerable to fraud, impacting 63% of organizations in 2022, according 
to a survey from the Association for Financial Professionals. No matter 
their size, businesses must take the necessary steps to protect against 
check fraud. Read on to learn about the three most common types of 
check fraud and how to prevent them.
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KNOW WHAT YOU’RE UP AGAINST

	� Counterfeit checks are one of the most 
common types of check fraud. Scammers can 
easily craft counterfeit checks if they have the 
right information, and with access to modern 
technology and new printing methods, creating a 
counterfeit check is alarmingly simple according 
to the FDIC. Counterfeit checks often look 
legitimate and are becoming increasingly  
difficult to detect.

	� Altered checks are another major component 
of check fraud in which fraudsters steal checks 
and change the original information, such 
as the payee or the amount, to their benefit. 
Unfortunately, the FTC states that altered checks 
can be challenging for even bank employees 
to detect depending on how advanced and 
coordinated the fraud attempt is.

	� Mail theft-related check fraud has become an 
increasing problem, according to a recent alert 
from the Financial Crimes Enforcement Network, 
resulting in a nationwide surge of altered check 
fraud. Scammers have resorted to robbing mail 
delivery workers and stealing mail keys to gain 
unfettered access to mailboxes. Thieves sift 
through the mail for checks and other financial 
information to help them commit their next crime, 
and when scammers have an actual check, it’s 
easier to commit fraud.

While check fraud can be challenging to detect, by staying 
vigilant and proactive, businesses can significantly reduce 
the risk of falling victim to check fraud and limit the impacts 
when it occurs. We encourage businesses to inform their 
banking partner of any suspected financial abnormalities. 
At Frost, our bankers work with customers to keep them 
informed of evolving threats, identify areas of exposure, and 
take a layered approach to safeguard their business assets.



FOUR SIMPLE STEPS TO PROTECT 
AGAINST CHECK FRAUD

  1. �Conduct payments electronically whenever 
possible. Although some businesses may still prefer 
the assumed security of paper checks, there are still 
associated risks – like having a check stolen out of the 
mail. A simple and effective way to prevent checks 
from falling into the wrong hands is to avoid using 
the mail system altogether, and instead making 
payments electronically. 

  2. �Monitor statements. Customers should keep 
a close eye on the transactions posting to their 
accounts to spot any potentially fraudulent activity. 
If fraudulent checks are identified and flagged in a 
timely manner, banks have a greater probability of 
recovering any lost funds.

  3. �Track checks in the mail. If the previously 
mentioned solutions are unavoidable, the sender 
should track checks through their mail service of 
choice. Keep in mind that checks cannot be insured 
through the mail service like cash, which heightens 
the risk of financial losses if a check is lost or stolen in 
transit.

  4. �Use fraud prevention services. Some banks offer 
services that match each check with several criteria 
to ensure the validity of a check. For example, Frost 
offers Positive Pay with Payee Review to safeguard 
customers against check fraud.
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WE’RE HERE TO HELP
Scan the QR code or visit: FrostBank.com/Protect to learn more.
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https://www.frostbank.com/business/fraud-prevention?utm_source=salescollateralcml&utm_medium=Storefront&utm_campaign=BusinessInsights&utm_content=BusinessInsights-CheckFraud&utm_term=Commercial

