
SOCIALLY ENGINEERED SCAMS  
HAVE MAJOR CONSEQUENCES.

Social engineering attacks can have a major disruptive 
effect on business operations. In addition to downtime and 
productivity losses, stolen private or confidential customer 
or employee information as a result of a successful attack 
can sometimes find the affected business liable for damages, 
fines or legal action. According to the Federal Bureau of 
Investigation, fraud schemes generated over $43 billion in 
financial losses between 2016 and 2021, which coincided 
with a 65% increase in both actual and attempted losses 
between July 2019 and December 2021.

WHAT MAKES SOCIAL ENGINEERING  
ATTACKS SO EFFECTIVE?

Seeing the best in people and giving them the benefit of the 
doubt are admirable qualities, but social engineering attacks 
take advantage of this and the human instinct to trust 
authority figures and friends. Scammers manipulate these 
natural tendencies by posing as the very people we trust, 
tricking people into acting out of character by implementing 
tactics such as:

EXPOSING SOCIAL ENGINEERING:

Safeguarding Your Business  
from Manipulative Fraud Tactics

Most fraud attacks involve employees. Whether it is  
the use of impersonation, phishing, malware, or simply  
an error, understanding the different types of fraud and  
how to protect against them is critical for business success. 

It’s a sad reality that genuine kindness and trust are often exploited for malicious purposes. 
That is no clearer than when scammers trick unsuspecting employees by using social 
engineering. The National Institute of Standards and Technology defines the process as 
“revealing sensitive information, obtaining unauthorized access, or committing fraud by 
associating with the individual to gain confidence and trust.” This fraud tactic comes in 
several forms, but all of them attempt to convince business employees to do something 
they normally would not consider, such as navigating to an unknown website, wiring funds 
to unvalidated beneficiaries, handing over sensitive or confidential information and more.

Business Insights

Phishing is a commonly used scamming technique 
that entails sending fraudulent emails or text 
messages resembling those from trusted sources, like 
banks or employers. These messages often include 
links containing malicious software or redirecting 
users to fake websites, where they are prompted to 
disclose sensitive information.

Spear phishing is a more targeted form of phishing 
where attackers send emails or text messages 
appearing to originate from familiar individuals, such 
as colleagues or supervisors. These messages may 
include specific details to appear authentic, sometimes 
including genuine marketing materials and contact 
information of whomever they are impersonating. 
Employees should always verify the sender’s email 
address and phone number to ensure it is legitimate.

Phone scams where fraudsters pose as financial 
institutions by making calls using phone numbers 
similar to real bank numbers are increasingly 
common. Many have found ways for the caller ID to 
show up with a bank’s name. These scams seek to 
steal funds from businesses by posing as a financial 
institution and asking for a phone number or email as 
well as the last four digits of a debit card. Scammers 
can then manipulate bank accounts through transfers 
and trick victims into wiring funds over to them.



Time pressure. Using urgent or time-sensitive 
wording to scare employees into making a hasty 
decision.

Unusual or unexpected communications. 
Posing as a colleague or bank employee to gain 
trust before making an out of the ordinary request.

Unprofessional communication. Frequently 
using unprofessional language, poor grammar, 
spelling mistakes or unusual formatting in their 
messages.

Unusual website behavior or inconsistencies. 
Creating fake websites resembling legitimate business 
websites, but which may exhibit unusual behavior, 
such as broken links, missing pages or inconsistent 
branding and design. Additionally, scammers may use 
slightly altered domain names or URLs that closely 
mimic those of trusted organizations, hoping that 
users will not notice the difference.

Unexpected downloads or unfamiliar 
attachments. Sending emails or messages disguised 
as invoices, financial reports or important documents 
and containing unexpected file attachments or links 
to download malicious software, which can install 
malware, spyware or ransomware on the victim’s 
system, once opened.

PROTECT YOUR BUSINESS AGAINST  
SOCIAL ENGINEERING BY KNOWING  
THE WARNING SIGNS OF AN ATTACK. 

Security technology such as multi-factor authentication 
and private browsing are assets for businesses protecting 
themselves against social engineering attacks, the best way 
to protect against social engineering is simply to be aware of 
common social engineering tactics:

Although complete protection from scams may not be possible, recognizing red flags and promoting a  
security-aware culture will help to ensure the financial and operational success of any business.
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WE’RE HERE TO HELP
Scan the QR code or visit: FrostBank.com/Protect to learn more.
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