
How to Identify a Loan Scam
Loan scams often involve fake lenders offering deals that seem too good 
to be true, like guaranteed approval with no credit check. Scammers 
may target people under financial stress and ask for upfront payments 
disguised as processing or insurance fees — without ever providing a 
loan.

Many pose as legitimate companies, using real logos and loan 
documents to appear credible. They often reach out by email or text, 
referencing a recent loan application and including a link to click. Some 
customers report encountering these scams after using trusted lending 
sites. Here are some red flags to watch for:

· Guaranteed approval with no credit check: Legitimate lenders will 
likely always assess your ability to repay the loan — through credit 
checks, income verification, or financial history. Scammers, however, 
promise approval no matter your situation.

· Upfront fee requests: A major red flag is being asked to pay money 

Fraud Resource Center

What a Loan Scam Might 
Look Like

before receiving the loan. These payments are often disguised 
as processing fees, insurance, collateral, or security deposits for 
international transfers.

· Missing or suspicious company information: Fake lenders often 
have no physical address, unverified or broken websites, and use free 
email accounts. Key indicators are poor grammar, generic documents, 
inability to verify their license or business registration, no customer 
service, and hard-to-reach contacts.

· High-pressure tactics: Scammers pressure you to act quickly to 
“secure” the loan before it expires. This urgency is designed to prevent 
you from asking questions or verifying legitimacy.

· Requests to verify your account: Scammers may ask for your online 
banking login details to “review your account history” or “verify 
eligibility.” In some cases, they’ll deposit money into your account as a 
“test” or to “build your credit,” and then ask you to return all or part of 
the funds — a clear sign of fraud.

• Asking for payment via gift cards, crypto, or wire transfer.

• Coaching into purchasing money orders at Walmart, Target, or other 
retailers.

• Fake or hidden company details.

HOW TO PROTECT YOURSELF 

   �Verify the lender’s registration with Frost or other financial 
institutions.

   �Never pay fees in advance for a loan.

   Read the fine print and loan terms carefully.

   �Use trusted, established lenders — not ads from social media 
or email spam.

WE’RE HERE TO HELP
If you suspect fraud, call us at (800) 513-7678 or visit your nearest Frost financial center. Scan the QR 

code to learn more about potential scams.
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